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As of June 15 2017, you must have to use app specific password to access your iCloud
account via any third party apps. Apple has made it mandatory to ensure your iCloud
account has an additional layer of safeguard against hacking. Hence, get ready to create
app-specific passwords for your iCloud account on your iPhone, iPad and Mac sooner than
later.
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So, if you want to access your iCloud email account in Spark or wish to allow a contact
manager app access to your Contacts, you will first have to generate a special password for
your iCloud to safely sign into it. In other words, you will no longer be allowed to use your
actual password to sign in to your Apple ID.

How to Generate App-Specific Password for iCloud
Account on iPhone, iPad and Mac

Note:
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» Make sure you have already enabled Two-Factor Authentication for your Apple ID as
it’s compulsory

* You are allowed to generate 25 App Specific Passwords at a time

» They are the passwords that allow you to log in securely even when the app is not
supporting two step or two-factor verification

Step #1. Open any web browser and visit Appleid.apple.com. Then, sign in using your
Apple ID and password.

Apple ID

Manage your Apple accq&t

Linp.s—‘- D

Password

B Remember me

Step #2. Next, you have to verify your identity with two-factor authentication.


https://demo.igeeksblog.com/how-to-enable-two-factor-authentication-for-apple-id/
https://appleid.apple.com/
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Appgle ID

Two-Factor Authenticatien

A message with a verification code has been sent to your

devices. Enter the code to continue.

Didn't get a verification code? I

Step #3. Under the security section, you have to select Generate Passwords.

Sec ur|l

Change Passworli® +01 4

Generate Password...

Step #4. Now, you will have to enter a label for the password. Make sure that the label
easily relates to the app. As for instance, airmail.
Then, select Create.
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PASSWORD RUSTED PHONE NUMBERS

Change Password... +91 4

Use an app-specifi
service not prpy

You are signed into the« L Outlock

m Cancel Create
, | B W |

Edit

Step #5. Next up, make sure to copy the password you have just created.

Generate Password...

Your app-specific password is:

biar-mwsf-lpsz-xbza

Enter this password into the password field of the app
you would like to sign in to. Password is case-sensitive.

Done

Up next, you can open the app for which have you generated the password. Then, paste the
password in the password field in order to securely sign in to your iCloud account. From

now onwards, you will need to use this special password to log in to iCloud via the app.

How to View the List of App-Specific Passwords

If you ever want to view the list of app-specific passwords, you can easily do so. Though you
are not allowed to view the actual password, you can check out the labels as well as the date

when you created them.
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Step #1. Head over to Appleid.apple.com in any web browser. Then, log in with your Apple
ID and password. Next, verify your identity with the two-factor authentication.

Step #2. You need to select Edit which is under Security section.

Change Password... +91 i

On Generate Pasg

Then, choose View History.


https://appleid.apple.com/
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How to Revoke App-Specific Passwords

[fyou ever decide to revoke any app-Specific passwords, you will be able to get it done with
easer Howevery therelated app will no longer-havertheaccess:tosiCloud s Youwwill have to
generate password,again to allow it to access'youriClotd account: b Arrle:

Learn mare
Step #1. Go to Appleid.apple.com in any websbrowiser. Then, Sign in with your Apple 1D
and password. Next, you have to verify your identity he two-factor authentication.

7iF . You have 3 app-specific passwords:
Step #2. Next up, choose Edit that is under Security sectio

rupat
e 05/31/2017 - 02:37 PM Outlook
Stepa#3. Click on the remove icon (X) next to the password you

want to renmyve/atlitheqpasswards, click onjRevieke All.

en, select View History.

to remove. If you

On

05/31/2017 - 02:39 PM Gmail

| Done



https://appleid.apple.com/
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APP-SPECIFIC PASSWORDS Use an app-specific password when signing in to
an app or service not provided by Apple.
|
Generate Password... e

View History

nyoTiE You have 3 app-specific passwords:

P 55/31/2017 - 02:37 PM Outlook
Chan

05/31/2017 - 02:39 PM Flipboard
"WO- " 05/31/2017 - 02:39 PM
On

Revoke All Done

Note: If you ever change or reset your primary Apple ID password, your app-specific
passwords will be revoked automatically in order to shield your account. You will have to
generate new app-specific passwords for the apps you want to use.

Signing off:

What's your take on Two-Factor Authentication and Two-Step Verification? Also let us know
your views about why it’s so important to safely sign into your Apple ID via any third-party

app.

Two-Factor Authentication slightly differs from Two-Step Verification. While the former
primarily sends verification code only on your trusted device, the latter allows you to receive
verification code through your registered phone number.

As we are talking about providing safeguard to our account, I would recommend you to
check out these posts as well: how to enable two-step verification for Google account, Nest,
WhatsApp.


https://demo.igeeksblog.com/how-to-set-up-two-step-verification-for-google-gmail-on-iphone-or-ipad/

