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With one Google account, you can use many essential everyday services like Gmail,
YouTube, Drive, Photos, and more. If you own a business, you might be using their products
like Adsense, Webmaster Tools, Analytics, YouTube Creators, etc. Thus, it is vital to make
sure that someone else can not log in to these. Enabling 2-step verification for your Google
account will prevent unwanted access and keep data safe. Let me tell you more about it and
help set it up from your iPhone or iPad.

2-Step
Verification

o What is 2-step verification?

e Turn on 2-step verification for your Google account

e How to verify it is you while logging in to your Google account
e What is Google Authenticator and how to use it?

» Skip 2-factor authentication on trusted devices

e How to turn off 2-factor authentication on iPhone

What is 2-step verification?

How do you login to a website or app like Google?

Username + Correct Password = Successful Login
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Google’s two-step verification adds an extra layer. Once you enable this, you must enter a
one-time code (or verify via the prompt on your primary device) to log in.

Username + Correct Password + 2FA Code/authentication prompt =
Successful Login

Two-step verification ensures that even if your password is breached in a data hack or
shared with someone, they can’t log in without the additional code, that is, the two-factor
authentication code.

Let us see how to set up 2-step verification for your Google account from your iPhone or
iPad.

Turn on 2-step verification for your Google account

1. Visit myaccount.google.com on your iPhone using a web browser like Safari or
Chrome. Sign in if asked.

. . N
2. Scroll right to the left on Home, Personal info, and tap Security.
. o .
3. Scroll down and tap 2-Step Verification.
4. Tap GET STARTED. Type your Google password to continue.
5. Enter your phone number and choose how you would like to receive the codes.
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6. Enter the code on the subsequent screen and tap NEXT.

7. Tap TURN ON.
Note: After enabling 2FA, scroll down to choose other verification methods like Google
prompts and Backup codes. They are better verification options than SMS.
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Confirm that it works

Google just sent a text message with a verification

code to 09 It worked! Turn on 2-Step
Enter the code Ve“ﬂcatlon?

Now that you've seen how it works, do you want to
turn on 2-Step Verification for your Google Account

Didn't get it? Resend @gmail.com?
BACK Step 2 of 3 NEXT Step 3 of 3 TURN ON
Privacy Terms Help About Privacy Terms Help About

You have successfully enabled two-step verification for your Google account. From now,
whenever you try to login into any service that Google owns (YouTube, Gmail, Google
Photos, Drive, etc.), you will receive a code via text message that you have to enter after the
correct Google account password.

Now, every time you try to log in from a non-trusted device, you must verify it’s you using
any of the verification methods. I have explained below the list of options you have and how
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you can enable them.

How to verify it’s you while logging in to your Google
account

After setting up two-step verification, you have to confirm every time to verify it’s you who's
trying to log in. For this, there are several methods. On the login screen, you have the
choice to choose the verification method you prefer.

Verify using code received via text message or call

Google will send a code via SMS or call the registered mobile number. Enter this code to log
in successfully.

SMS text messages are not hundred percent reliable and may take up to five minutes to
arrive. Additionally, if you are in an area with no cellular connection or in a different
country where your SIM isn’t operational, it'll become next to impossible to verify with an
SMS code. Even worse, what happens if you lose your phone! Enable other verification
options just in case.

Use Google prompts in the Google or Gmail app on your phone

After setting up 2FA, scroll down to Google prompts - tap ADD PHONE - GET STARTED
- NEXT, and authenticate via your Google password. If you get a prompt in your Gmail or
Google app, tap Yes to confirm.
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Add more second steps to verify it's you

Set up additional backup steps so you can sign in
even if your other options aren't available.
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Google prompts

After you enter your password, Google
prompts are securely sent to every phone
where you're signed in. Just tap the
notification to review and sign in.

To stop getting prompts on a particular
phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on
any eligible phone, Google prompts will be
added as another method for 2-Step
Verification

ADD PHONE

Authenticator app

Use the Authenticator app to get free
verification codes, even when your phone is
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Get a Google prompt to sign in

Instead of typing verification codes, get a prompt on your
phone and just tap Yes to sign in

CANCEL GET STARTED
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We recommend using a phone with a screen lock to sign
in.

& Your phone

@ Ankur'siPhone 6s

@& Touch D
Your iPhone has Touch ID turned on, so it's ready to
go.
CANCEL  NEXT
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Note: Ensure you download and sign in to the official Gmail or Google app on your iPhone.

Now, when you try to login into your Google account on some other device, you will receive
a notification in your phone’s Google or Gmail app. It will ask if you are the one trying to
sign in. Tap Yes to authenticate.

Use physical security keys for verification



https://apps.apple.com/app/gmail-email-by-google/id422689480
https://apps.apple.com/app/google/id284815942
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Add more second steps to verify it's you

Set up additional backup steps so you can sign in
even if your other options aren't available.

Security Key

Or

A security key is a verification method that
allows you to securely sign in. These can be
built in to your phone, use Bluetooth, or plug
directly into your computer’s USB port.

ADD SECURITY KEY

Devices that don't need a second step

You can skip the second step on devices you trust,
such as your own computer.

Devices you trust

Lo

Revoke trusted status from your devices that
skip 2-Step Verification.
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You can choose to use a Bluetooth security key, USB
security key, or the security key built in to your device.
Learn more
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Built-in security key

USB or Bluetooth >

External security key

CANCEL

If you have a security key that works via Bluetooth or Lightning port, tap ADD SECURITY
KEY and proceed after enabling 2-step verification. If you have a security key with a regular
USB, sign in to your Google account on a computer and set it up from there.

Depending on which security key you have, you will have to plug it into the device or
connect via Bluetooth. Next, authenticate via the button or touch to complete the 2FA sign-

mn.

Related: Yubico Security Key For Two Factor Authentication



https://demo.igeeksblog.com/yubico-security-key/
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Use your backup code to sign in

Finally, if you cannot use any of the above methods, you can also enter one of the backup
codes to sign in. You are free to generate new backup codes anytime you like. Just make
sure to keep them somewhere safe.

To generate backup codes after turning on 2FA, scroll down to Backup codes, tap SET UP.
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= You can only use each backup code once.

D Google prompts « These codes were generated on: Mar 9, 2021,
After you enter your password, Google
prompts are securely sent to every phone
where you're signed in. Just tap the GET NEW CODES
notification to review and sign in.
To stop getting prompts on a particular
phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on CLOSE DOWNLOAD PRINT
any eligible phone, Google prompts will be

You will see ten codes. Download, print, or take a screenshot (and hide it on your iPhone.)


https://demo.igeeksblog.com/how-to-hide-photos-videos-on-iphone-ipad/
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You may also copy these codes, paste them into the iOS Notes app, and lock it.

Tip - You can also use Google authenticator or other authentication apps for login
verification. Let’s understand more about Google authenticator and how to use it.

What is Google Authenticator and how to use it?

Google Authenticator is a free security tool that generates random codes to verify your
identity when logging in to Gmail and other services like Facebook. It is a safer and better
way to authenticate than an SMS. Moreover, it also works offline!

To use Google Authenticator, follow the below steps.

1. Download Google’s Authenticator from the App Store.

2. Tap SET UP and choose your phone.

3. Next, you will see a QR code. Setting this up via a computer or iPad allows you to the
QR code using the authenticator app on your iPhone. However, if you are following the
steps on your iPhone, it isn’t possible. Thus, tap CAN’T SCAN IT?
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Get codes from the Authenticator app

Set up Authenticator

@ Authenticator app

Use the Authenticator app to get free

verification codes, even when your phone is
offline. Available for Android and iPhone.

SETUP

Instead of waiting for text messages, get verification
codes for free from the Authenticator app. It works
even if your phone is offline.

What kind of phone do you have?

O Android
(@ iPhone

CANCEL  NEXT

« Get the Authenticator App from the App Store.
« In the App select Set up account.
+ Choose Scan barcode.

CANTSCANIT?

CANCEL  NEXT
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4. Now, copy the long code you see.

5. Next, open Google authenticator. Tap Enter a setup key.

6. Enter your Google address and paste the key. Ensure Time-based is selected and tap



https://demo.igeeksblog.com/how-to-lock-notes-on-iphone-ipad/
https://demo.igeeksblog.com/best-two-factor-authentication-apps-for-iphone/
https://apps.apple.com/app/google-authenticator/id388497605
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7. Now, open the browser and tap NEXT. Copy the six-digit code from the authenticator,
paste it here, and tap VERIFY. You have successfully enabled the authenticator app.
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Set up Authenticator
_ Set up Authenticator Done!
« Get the Authenticator App from the App Store.
e Inthe App select Set up account. Enter the 6-digit code you see in the app. You're all set. From now on, you'll use Authenticator
* Choose Scan barcode. 3t to sign in to your Google Account.
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Skip 2-factor authentication on trusted devices

To ease the sign-in process, you may check “Don’t ask again on this computer” if the
computer belongs to you. Do not do this on a public or office computer.
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directly into your computer's USB port.

ADD SECURITY KEY

Devices that don't need a second step

You can skip the second step on devices you trust,
such as your own computer.

Devices you trust
Lo

Revoke trusted status from your devices that
skip 2-Step Verification.
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Privacy § Terms Help About

< > m 06



iIGEEKSBISG

You can also remove trusted devices. Log in to your Google account - visit the Security tab
- tap REVOKE ALL to remove trusted devices.

Now, you will be asked for the two-step verification code again on these devices while
logging in.

How to turn off 2-factor authentication on iPhone

I would advise you not to, but you can turn off two-step verification of your Google account.
To do this, follow the below steps;

1. Log in and make sure you are in the Security tab.
2. Tap 2-Step Verification.
3. From the next screen, tap TURN OFF.
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Available second steps

A second step after entering your password verifies
it's you signing in. Learn more
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prompts are securely sent to every phone
where you're signed in. Just tap the
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Have further questions? Feel free to ask via the comments below.
You will also love these:

e How to Use iCloud Keychain on iPhone or iPad



https://demo.igeeksblog.com/how-to-use-icloud-keychain-on-iphone-ipad/

